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Welcome!
Thank you for being here!
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What we’re 
going to cover 
today

● Introduction

● Credit

● Network

● DHCP

● DNS Settings

● HAProxy

● NFS

● Installing the Cluster

● Post-installation Configuration
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Introduction
Who am I, and why should you care?
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Howdy! I’m 
Thomas

● I’ve been doing this since 1993

● Started as a Novell CNE

● Went to work for Microsoft, became an MCSE/MCT

● Started using Linux in 1995 (while working at MSFT)

● Worked for Red Hat for about 14 years – RHCA level 5

● Went to AWS for 4 years – Solution Arch Pro, Solution Arch Assoc, Security 
Specialty, SysOps Associate, AAI

● Been with SparkSoft since July 2023
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Howdy! I’m 
Thomas

● I am NOT an OKD maven. I like OKD, and I am learning OKD, but I’m still 
muddling my way through this.

● You never, ever stop learning (thank goodness).
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Credit
Big ups to Ryan Hay!
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Howdy! I’m 
Thomas

● HUGE credit goes to Ryan Hay https://github.com/ryanhay 

● I shamelessly used his video

– https://www.youtube.com/watch?v=d03xg2PKOPg 

● And his instructions

– https://github.com/ryanhay/ocp4-metal-install

● to prepare this demo.

● I had to update a bunch of stuff for Fedora 39, but the “bones” are 
definitely from his work.

https://github.com/ryanhay
https://www.youtube.com/watch?v=d03xg2PKOPg
https://github.com/ryanhay/ocp4-metal-install
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Network
What environment is this installed in?
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Two networks, 8 
physical 
machines, one 
VM

● The production network is 172.31.100.0/24

– DNS

– DHCP/PXE

● The private network for the OKD cluster is 192.168.22.0/24

– Need private DNS

– Need private DHCP

● The connection between the two networks is the HAProxy machine, a VM 

– One interface bridged to the production network

– One interface bridged to the private network
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The Layout
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The Layout
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Set up the 
second interface

● I kickstarted the HAProxy machine from the production network, and it 
has a DHCP reservation so that the IP address is fixed

● The second interface was unconfigured
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Network
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Firewall/NAT

● Now I need to tell firewalld that these two interfaces are on different 
networks (internal and external), so I can manage firewall rules and 
network address translation.
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Firewall/NAT
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Firewall/NAT
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Firewall/NAT
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Firewall/NAT



Sparksoft Corporation Proprietary And Confidential Information 33

Firewall/NAT
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Firewall/NAT
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Firewall/NAT
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Firewall/NAT
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Firewall/NAT
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DHCP

● I’ve already got DHCP running on the production network, but the private 
network doesn’t have any access to it.

● Install and configure DHCP
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DHCP
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DHCP
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DHCP
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DHCP
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DHCP
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DHCP
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DHCP
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DHCP
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DHCP



Sparksoft Corporation Proprietary And Confidential Information 48

DHCP
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DHCP
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DNS

● The production network already has DNS, but the private network doesn’t

● It would be easy to argue that this cluster is so small that we could get 
away with /etc/hosts files, but OKD uses a BUNCH of hostnames. A DNS 
wildcard is quick and easy.
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS
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DNS



Sparksoft Corporation Proprietary And Confidential Information 68

DNS
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DNS
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DNS
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DNS
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HAProxy

● We’re going to use HAProxy to distribute traffic coming into the HAProxy 
machine from internal OR external networks to the nodes in the cluster.

● Because we’re going to be accessing the cluster from the public network, 
we need to proxy traffic to the nodes on the private network.

● Because traffic can be distributed across various nodes from the private 
network, we’re going to send all the internal traffic to the HAProxy 
machine’s internal interface to distribute the load.
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy



Sparksoft Corporation Proprietary And Confidential Information 80

HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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HAProxy
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NFS

● We’re going to set up an NFS server for registry storage.

● I added a second 200GB disk to the HAProxy machine, partitioned it, and 
formatted it with ext4. 

● We’ll export it using NFS.
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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NFS
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Download the 
client and 
installer

● Download the installation and client software

– openshift-client-linux

– openshift-install-linux

● I used my desktop machine to download the client and installer
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Download the 
installation 
media
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Download the 
installation 
media
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Client and Install
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Client and Install
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Client and Install
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Create the 
install-
config.yaml file

● You can download the template from the documentation site: 
https://github.com/openshift/installer/blob/master/docs/user/customiza
tion.md
 

● I used the one from Ryan’s repository, and modified it a little bit for OKD 
vs. OpenShift

https://github.com/openshift/installer/blob/master/docs/user/customization.md
https://github.com/openshift/installer/blob/master/docs/user/customization.md
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install-config.yaml
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install-config.yaml
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Grab your pull 
secret

● You can create a pull secret at 
https://console.redhat.com/openshift/install/pull-secret but it will register 
your cluster to Red Hat! 

● Instead, you can use the string {"auths":{"fake":
{"auth":"aWQ6cGFzcwo="}}} into your install-configure.yaml to bypass 
registration.

https://console.redhat.com/openshift/install/pull-secret
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Grab your pull 
secret

● You can create a pull secret at 
https://console.redhat.com/openshift/install/pull-secret 

https://console.redhat.com/openshift/install/pull-secret
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Pull secret
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Create an ssh 
key

● Use ssh-keygen -t ecdsa -b 521
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ssh-keygen
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ssh-keygen
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ssh-keygen
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Create 
installation files

● Note that when you create the installation files, it will nuke your install-
config.yaml file! So keep a copy of it if you want to re-deploy your cluster 
later.
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Create installation files
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Create installation files
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If you don’t 
want your 
control plane 
nodes to be 
scheduleable

● Change the cluster-scheduler-02-config.yml so that mastersSchedulable is 
set to false
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Create installation files
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Create the 
ignition files

● openshift-install create ignition-configs --dir okd-install
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Create installation files
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Create installation files
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Create installation files
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I am going to 
share my 
ignition files via 
web site

● The permissions are wrong, though
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Change permissions
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Copy the ign 
files to the web 
server

● In my case, it’s just my workstation, but it could be anything which is 
available from the 192.168.22.0/24 network. In my case, my workstation 
is dual-homed. I could have done this on the haproxy machine, too.
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Copy files to web server
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Burn media

● I use Brasero
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Burn DVD
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Burn DVD
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Boot your 
hardware off the 
FCOS ISO

● In this case, I’m using a physical drive attached to my NUCs, so I’m burning 
the image to a DVD drive.

● I’m also doing this in KVM virtual machines so I can capture screenshots. 
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Boot your nodes
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Boot your nodes
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Boot your nodes
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Boot your nodes
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You can watch 
the installation

● openshift-install --dir okd-install bootstrap-complete --log-level=debug
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Watch the log
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Watch the systems
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Watch the systems
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Watch the systems
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Watch the systems
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Watch the systems
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Now you can 
watch the rest 
of the 
installation

● openshift-install --dir okd-install wait-for install-complete
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Watch the installation
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Join the worker 
nodes to the 
cluster

● Log into the workstation and authenticate to the cluster

● Set KUBECONFIG variable

● Check identity

● Approve certificate signing requests

● Approve with:

– oc get csr -o go-template='{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

● You’ll have to do it a couple of times
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Log in to the workstation
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Log in to the workstation
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Check CSRs
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Check CSRs
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Check CSRs
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Check CSRs
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Check CSRs
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Check CSRs
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Check CSRs
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Configure 
storage for 
registry

● We’ll use the NFS storage we set up earlier for the registry

● oc edit configs.imageregistry.operator.openshift.io
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Set up storage
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Setupp is finally complete
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Log into the 
console!

● https://console-openshift-console.apps.lab.okd.lan
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And that’s a 
wrap!

● Now you have an on-prem OKD cluster to play with!

● Note that I did this in my office with some really old Intel NUC computers. 
It’s running just fine.

● I hope you’ve enjoyed this, thank you so much for coming!
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Thank You!
Any questions?
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